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Abstract

Whether we like it or not we live in a society where you are defined by your data: bank accounts, text messages, e-mails, and the list
goes on. The need for information security has never been clearer. In fact, 2015 has been the year of cyber-crime and these perpetrators
can cause disruption or even bring down entire corporations and governments through unauthorized data access attacks [1]. The
main focus of the research is to compile existing information on data security measures with a focus on link encryption.

I. Data Link Layer

The Open Systems Interconnection model (OSI
model) is a 7-layer model abstracting the functions
of computer networking and data communication

systems. In regards to security, the first layer of interest is
the data link layer; it is the second layer of the OSI model
and the main function of this layer is to transfer data
between nodes in a network. The transfer of data is inher-
ently risky when it pertains to unwarranted data access
and the protection of information privacy. Encryption is a
possible solution for disguising data during transportation
and storage and we will focus on encryption as a security
measure in the next few sections.

II. Link Encryption

Link encryption is a "hop-by-hop" encryption technology
where data being sent across network nodes is automat-
ically encrypted before being sent [2]. As a part of this
encryption process most of the data packet must be en-
crypted, header and trailer included. Everything except
the preamble and start delimiter are encrypted. In re-
sult, every node must use a key to decrypt the data to
read the header and trailer information to calculate its
next location. This is the defining characteristic of link
encryption; hiding the header of the packet means that
the destination and source addresses can not be used by
the attacker. A challenge of this form of encryption is the
method for sharing this encryption key; often times shar-
ing an encryption key can only be done between a trusted
network of nodes. In result, link encryption performs best
in controlled network environments such as enterprise or
military applications.
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Figure 1: Link Layer Packet Encryption

III. Link Encryption Applications

Layer 2 encryption excels in protecting against man-in-the
middle attacks, which is exactly the reason it is chosen
for ethernet and WPA2 wireless security [2]. The original
Wi-Fi security algorithm which led to WPA2 is known as
WEP.

I. WEP

WEP originally came about in 1999 [4]. Especially as com-
puting power increased the security flaws of WEP were
hard to ignore; the original technology encryption stan-
dard was 64-bits and even when it increased to 128-bits
these systems could easily be cracked by free software in
a matter of minutes.

II. WPA

The apparent downfalls of WEP led to the adoption of
WPA in 2003. It was vast improvement over its predeces-
sor with a 256-bit encryption standard called Temporal
Key Integrity Protocol (TKIP); although a stronger encryp-
tion standard it is still vulnerable to be cracked. Though
WPA itself is well designed, supplementary algorithms
such as Wi-Fi Protected Setup (WPS) created a back door
for attackers to exploit vulnerabilities of the system [4].

III. WPA2

Lastly, we come upon the current Wi-Fi Security algo-
rithm known as WPA2 which was introduced in 2006 [4].
The encryption of choice for WPA2 is AES (Advanced
Encryption Standard) which is the current standard for
most encryption systems and fixes the vulnerabilities of
TKIP. As of now, WPA2 still has some security flaws but
most of the vulnerabilities rely on pre-existing access to
the Wi-Fi network. In result, WPA2 works well in enter-
prise environments where access to the Wi-Fi network is
controlled.
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IV. Ethernet

Many solutions currently exist to support ethernet net-
work backbones. The CN6100 Ethernet Encryptor is one
example of a hardware solution which supports point-
to-point, hub, and mesh networks [6]. This encryptor is
designed by Safenet, which we will discuss in the next
section.

IV. Link Encryption vs End-to-end

Encryption

Link encryption is just one of many encryption methodolo-
gies which exist today. What differentiates link encryption
from the rest is that it operates below the network layer,
which makes it independent of protocol. Additionally,
it simply encrypts everything and reduces the overhead
required for other methods of encryption such as IPSec,
an end-to-end encryption, by as much as 40 percent of the
network bandwidth.

I. IPsec

IPsec is an end-to-end authentication and encryption algo-
rithm which runs on the IP layer rather than the data link
layer [4]. Although IPsec can also be configured to auto-
matically encrypt packets, the overhead associated with
IPsec is its major downfall. In the normal operation mode
called transport mode, a new Authentication Header (AH
Header) must be added to the IP packet which adds a min-
imum of 16 bytes of data. When used in tunneling mode,
which is similar to using a VPN, the entire IP packet is
encrypted and then encapsulated in another IP packet,
which further adds to the overhead required to implement
the security features of IPsec.

IP Header TCP/UDP PAYLOAD

IP Header AH TCP/UDP PAYLOAD

Figure 2: IPsec Transport Mode
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Figure 3: IPsec Tunneling Mode

II. Safenet Encryptors

Despite network throughput remaining unchanged, the
downside of link encryption is CPU utilization on routers

doing the encryption can see heavier loads if done incor-
rectly. A possible solution is to offload the encryption
process to dedicated SafeNet encryptors [2]. These are a
"bump-in-the-wire" technology because they simply install
at any critical point in the network and can be extensively
managed to fit any size network. The SafeNet network
will automatically manage the encryption needed to keep
data protected [6]. Overall, these encryptors are used by
governments and defense forces in more than 25 countries
[6], which is a result of the successful testing by organi-
zations such as the Defense Information Systems Agency
(DISA UC APL) and NATO [6]}

Figure 4: SafeNet Configuration[6]
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Low impact on network
performance

Higher router CPU utiliza-
tion

Reduced complexity
(bump in the wire)

Provides less flexibility to
the user in choosing what
gets encrypted

Little to no configuration Requires buying dedi-
cated hardware

Operates at wire speed up
to 10Gbps
Introduces no network
bandwidth overhead [3]
Reliable: 99.999% uptime
[3]
Local or Centralized Man-
agement

Figure 5: Pros and Cons of Link Encryption

V. Link Encryption Flow Diagram

The link encryption algorithm can be easily integrated
into any ARQ (Automatic Repeat Request) protocol. ARQ
is an error-control protocol implemented on the data link
layer. Some of these protocols include stop-and-wait, selec-
tive repeat, and go-back-n ARQ. The main modifications
needed to any ARQ protocol involves encrypting and de-
crypting messages at each hop, as well as a way to share
an updated encryption key.
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Figure 6: GBN ARQ Receiver with Link Encryption

II. Sender

ACK(Key)
received
within

timeout?

Retransmit KEY

ACK(DATA(Slast))
received
within

timeout?

no
yes

Error
Free?

Discard ACK

Discard ACK

Time to
Update
KEY?

no
yes

no
yes

Generate Key

Encrypt Key

Send Encryption

SN in
[Slast, Sre-

cent+1]

Discard ACK
Slast = SN

Send Encrypted
data if send

window allows

no
yes

no
yes

Figure 7: GBN ARQ Sender with Link Encryption

VI. Key Management

For Safenet Encryptors, Key Management is automatically
handled. For custom link encryption implementations, a
possible solution for key management involves public key
cryptography and X.509 certificates. X.509 is a popular
public key infrastructure whose sole purpose is to cre-
ate, manage and distribute digitial certificates needed for
public-key encryption. The master keys are transferred
between encryptors using authenticated RSA public key
cryptography. Once that is shared, session keys are trans-
ferred periodically between encryptors using the master
keys [3].

VII. Encryption Flaws

Security experts have theorized that no security measure
will ever be 100% fool proof; however, what we can do is
make it as difficult as possible to limit the risk of threat.
With that said, encryption still has its downfalls.

I. Replay Attacks

An attacker can still capture packets and resend them
to the target without ever reading the contents of the
packet. This would be detrimental for bank servers which
might receive encrypted deposit and withdrawal messages.
Often times TCP/IP identifies duplicated messages and
discards them which can negate this type of attack.

II. Rewrite Attacks

Perhaps an attacker somehow cracked the encryption
method and identified the key. Using this key, they can
now forge packets to be sent on the network. Or even
if they don’t know the key, they can rewrite the packets
using an educated guess. This results in the need for a
digital signature to verify a sender [3].

III. P vs NP

The basis of encryption, such as RSA, is the P vs NP prob-
lem. In computer science, NP problems are problems that
can not be done in a polynomial amount of time. For
example, finding if a number is a prime number might
take a computer over a century to find the solution. RSA
takes advantage of this NP problem to create encryption
keys that take a long time to crack. All it takes to crack ev-
ery encryption ever made is to solve a problem known as
3-SAT. 3-SAT is a NP-complete problem that can be used
to solve all other NP problems and thus any encryption.
With that said, we are probably decades if not centuries
away until P=NP (if its even possible); however, this is
still an inherent flaw in all encryption and a topic worth
mentioning.
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